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(54) Method and apparatus for prioritizing and handling errors in a computer system

(57) A computer system (10) includes a central

processing unit (12) and a memory management unit

(18) having a plurality of functional units, such as a

memory interface unit, a remote interface unit (60). a

cache interface unit (70). and a translation unit (50).

Each functional unit has a low priority error queue for

storing error information for errors having a low priority.

Some functional units also have a high priority error

queue for storing error information for errors having a

high priority error. Based on the status of the error

queues, the memory management unit prioritizes and

handles errors caused by hardware failures. For low pri-

ority errors, an interrupt request signal is sent to the

central processing unit (122). For high priority errors, a

RED ALERT signal is sent to the processing unit (112)

to cause the processing unit to give immediate attention

to the error. For high priority error queue overflows, a

failure signal is generated (102) which causes the sys-

tem to be hatted and the contents of the system to be

scanned out (1 04). Thus, errors are prioritized and han-

dled accordingly.
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Description

Related Applications

The subject matter of this application is related to

the subject matter of the following applications:

European patent application 96101842.1

;

European patent application 96101839.7;

European patent application 96101840.5;

European patent application 96101841.3;

the European patent application entitled "METHOD
AND APPARATUS FOR ACCELERATING CONTROL
TRANSFER RETURNS";

the European patent application entitled "METHOD
AND APPARATUS FOR SELECTING INSTRUCTIONS

FROM ONES READY TO EXECUTE";

the European patent application entitled "METHODS
FOR UPDATING FETCH PROGRAM COUNTER";

the European patent application entitled "METHOD
AND APPARATUS FOR RAPID EXECUTION OF CON-

TROL TRANSFER INSTRUCTIONS"

the European patent application entitled "ECC PRO-

TECTED MEMORY ORGANIZATION WITH PIPE-

LINED READ-MOD I FY-WRITE ACCESSES*:

the European patent application entitled "RECLAMA-

TION OF PROCESSOR RESOURCES IN A DATA

PROCESSOR";
the European patent application entitled "HARDWARE
SUPPORT FOR FAST SOFTWARE EMULATION OF
UNIMPLEMENTED INSTRUCTIONS"; and

the European patent application entitled "METHOD
AND APPARATUS FOR GENERATING A ZERO BIT

STATUS FLAG IN A MICROPROCESSOR".
the latter eight of which are filed simultaneously with this

application.

Field of thQ Invention

This invention relates generally to computer sys-

tems and more particularly to a method and apparatus

for prioritizing and handling hardware errors in a compu-

ter system.

Background of the Invention

In recent years, computer systems have progres-

sively become larger and more complex. The larger a

computer system is, the more components it contains,

and the more components there are, the greater the

chances of hardware failure. As a result, for very large

and complex computer systems, hardware failures are

practically inevitable. Since hardware failure is almost a

given, the important issue in large-scale computer sys-

tems becomes the manner in which hardware failures or

errors are handled.

Hardware failures fall into several different catego-

ries. A first category is that of correctable failure. For this

type of failure, operation of the computer system need

not be immediately interrupted since the error can be

corrected. A second category is that of non-correctable

error. With this type of failure, system operation is imme-

diately interrupted in order to prevent the system from

using corrupted data or executing a corrupted instruc-

5 tion. This type of hardware failure typically causes the

system to re-execute an instruction or to repeat a partic-

ular process. A third type of hardware faflure is one in

which there is no possibility of recovery. With this type of

failure, the system needs to be shutdown and restarted.

io As can be seen from this discussion, the different cate-

gories of hardware failures require different handling.

In order to maximize system efficiency, hardware

failures should be prioritized and handled accordingly.

Currently, however, there is no system believed to be

is available which carries out this function satisfactorily

and efficiently.

pummyy pf the Invention

20 In accordance with the present invention, there is

provided a computer system wherein hardware failures

are efficiently prioritized and handled. In the preferred

embodiment the computer system comprises a central

processing unit (CPU), at least one cache, and a mem-

25 ory management unit (MMU) wherein a plurality of low

priority and high priority error queues are maintained.

Each queue is associated with a selected unit of the

MMU. Whenever a low priority error (e.g. a correctable

error) is detected in one of the MMU units, an entry is

30 loaded into the tow priority queue associated with that

MMU unit Once loaded with an entry, the low priority

queue sends out a control signal indicating that a low

priority error has occurred. In response, the MMU sends

an interrupt request signal to the CPU Depending on

35 the level of the interrupt request (which may be set by a

user) and the status of a mask register within the CPU
(which may also be set by a user), the interrupt may

either be serviced by the CPU or it may be ignored for

the time being. Regardless of which action is taken by

40 the CPU, system operation continues because the error

is correctable. Primarily, entries in the low priority error

queues are used for purposes of logging the hardware

failure for subsequent analysis.

On the other hand, if a high priority error (e.g. a

45 non-correctable error) is encountered by one of the

MMU units, then an entry is loaded into the high priority

error queue associated with that MMU unit. Once that is

done, the high priority queue sends out a control signal

indicating that a non-correctable error has been

so detected. In response, the MMU sends a RED ALERT
control signal to the CPU to cause the CPU to give

immediate attention to the error. Thus, a non-correcta-

ble error is given much higher priority than a correctable

error. In general, non-correctable errors, may cause ter-

55 mination of the currently executing instruction or pro-

gram but it usually does not necessitate halting the

whole system.

Finally, it may be possHe that one or more of the

high priority error queues may overflow, thereby incficat-
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ing that more non-correctable errors have been

detected than the system can handle, If this happens,

then one or more of the high priority queues will issue

an overflow signal. In response to this overflow signal,

the MMU will issue a control signal to stop the system 5

clock. This serves to freeze the system at the current

state. Thereafter, the contents of the system are

scanned out to ascertain the internal states of the sys-

tem. This process is preferably carried out only when it

becomes clear that recovery from non-correctable w
errors or failures is not possible, i.e. when one or more

of the high priority queues overflows.

As shown by the above discussion, the present

invention prioritizes hardware failures based on the type

of hardware error. In addition, each type of failure is is

handled in an efficient manner suitable for the type of

error. Overall, the present invention provides an efficient

and effective means for prioritizing and handling hard-

ware failures.

20

Brief Description of the Drawings

Fig. 1 is a block diagram representation of a compu-

ter system 10 wherein the present invention is imple-

mented. 25

Fig. 2 is a more detailed block diagram of the mem-

ory management unit 18 of the present invention.

Fig. 3 is a flow diagram for the error handling unit 90

of Fig. 2.

30

Detailed Description of the Preferred Embodiments

With reference to Fig. 1 . there is shown a computer

system 10 wherein the present invention is imple-

mented, the system 10 preferably comprising a central 35

processing unit (CPU) 12. an instruction cache 14 for

storing recently executed instructions, a data cache 16

for storing recently accessed data, a memory 20. a

memory management unit (MMU) 18 for coordinating

access to the memory 20, and a clock unit 22. System 40

1 o preferably also comprises a diagnostic processor 24,

a random access memory (RAM) 25, a read-only-mem-

ory (ROM) 26. and a scan engine 28. As will be

explained later, components 24-28 are used for error

handling purposes. In the preferred embodiment, the 45

CPU 1 2 preferably takes the form of a superscalar proc-

essor capable of executing a plurality of instructions

simultaneously. It should be noted, though, that CPU 12

is not required to be superscalar. Other types of CPU

may also be used. 50

In system 10, normal operational flow is as follows.

The CPU 12 initiates operation by generating a virtual

address. This virtual address is compared with the

address tags stored within the instruction and data

caches 14, 16. ff a "hif is found, then the data or ss

instruction is fetched from the caches 14. 16. On the

other hand, if a "miss" is encountered, then the virtual

address is passed on to the MMU 18 for processing.

Upon receiving the virtual address, the MMU 18

responds by translating the virtual address into an

address which can be used to access the memory 20.

and then fetching the instruction or data from the mem-

ory 20. Thereafter, the requested data or instruction is

passed on to the CPU 1 2 for processing.

In general. MMU 18 of system 10 performs five

major functions. First MMU 18 translates virtual

addresses from the CPU 12 into addresses which can

be used to access the memory 20. Second. MMU 18

provides an interface to the memory 20 for accessing

and retrieving information therefrom. Third, MMU 18

provides an interface to the caches 14. 16 so that when

information is retrieved from the memory 20. the infor-

mation is stored into one of the caches. Fourth. MMU 18

provides an interface to the interconnect system (i.e.

bus system) and input/output (I/O) devices. This inter-

face is used, for example, to control direct memory

access (DMA) between an external device and the

memory 20. In addition to the previous functions, MMU
18 preferably further performs the error prioritization

and handing function of the present invention. This

function will be described in greater detail in a subse-

quent section.

The MMU 18 is shown in greater detail in Fig. 2. As

shown, MMU 18 preferably comprises a translation unit

50. a memory interface unit 60, a cache interface unit

70. a remote interface unit 80. an error handfing unit 90.

and a diagnostic processor interface 92. With regard to

translation unit 50. it is this unit 50 which translates or

maps the virtual addresses received from the CPU 12

into addresses which can be used to access the mem-

ory 20. In the preferred embodiment, unit 50 comprises

an error detection unit 52 for detecting possible transla-

tion errors, a low priority error queue 54 for storing low

priority error information, a high priority error queue 56

for storing high priority error information, and a special

translation register 58 for storing an address translation

used in the error handing process. Preferably, each of

the error queues 54, 56 contains a plurality of entries so

that more than one set of error information can be

stored in each.

In normal operation, translation unit 50 receives

and translates virtual addresses from the CPU using

translation tables (not shown) within the translation unit

50. In the course of carrying out this translation function,

the error detection unit S2 of unit 50 checks the address

translations for possible errors caused by hardware fail-

ures. If a low priority error (i.e. an error which does not

require immediate attention from the CPU 12. such as a

single bit hardware correctable error) is detected, then

the error is logged into an entry of the low priority error

queue 54. Preferably, the information stored in queue 54

includes specific error information such as the type of

error, where the error occurred, and information relating

to the nature of the error. If one or more entries are

logged into the low priority error queue 54. then queue

54 will send a low priority error signal to the error han-

dling unit 90.
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On the other hand, if a high priority error (i.e. an

error which prevents the current access from being

completed, such as a multiple bit non-correctable error)

is detected, then an entry is entered into the high priority

error queue 56. This entry preferably includes specific 5

error information such as error type, location of error,

and information relating to the nature of the error. If one

or more entries are loaded into the high priority error

queue 56. then queue 56 will send a high priority error

signal to the error handling unit 90. As an additional w
function, the high priority error queue 56 preferably gen-

erates and sends an overflow signal to the error han-

dling unit 90 if an attempt is made to write an entry to

the queue 56 when the queue 56 is full. This overflow

signal indicates to the error handling unit 90 that more 15

errors have been encountered than the queue 56 can

handle. As will be explained in a subsequent section,

the low priority error signal, the high priority error signal,

and the overflow signal are processed by the error han-

dling unit 90 to determine the proper course of action. 20

With regard to the memory interface unit 60, it is

this unit 60 which takes the translated addresses from

the translation unit 50 and uses the translated

addresses to access the memory 20 to retrieve informa-

tion therefrom. Memory interface unit 60 preferably 25

comprises an error detection/correction unit 62. a low

priority error queue 64. and a high priority error queue

66. Queues 64 and 66 are substantially identical to

queues 54 and 56 of the translation unit 50. In perform-

ing the interlacing function, the error correction unit 62 30

of unit 60 checks information from the memory 20 for

possible errors caused by hardware failures. If a low pri-

ority error such as a single bit hardware correctable

error is detected, then detection/correction unit 62 pref-

erably corrects the error and thereafter logs the error 35

into an entry of the low priority queue 64. One or more

entries in the low priority error queue 64 will cause the

queue 64 to send a low priority error signal to the error

handling unit 90. If instead a high priority error such as

a multiple bit non-correctable error is detected, then unit 40

62 preferably writes an entry into the high priority error

queue 66. One or more entries in the high priority error

queue 66 causes the queue 64 to send a high priority

signal to the error handling unit 90. In addition, if the

error detection/correction unit 62 attempts to write an 45

entry into queue 64 when the queue is already full, then

queue 64 generates and sends an overflow signal to the

error handling unit 90.

The cache interface unit 70 of MMU 18 is the unit

which handles the exchange of information between the so

caches 14. 16 and the MMU 18. More specifically, the

cache interface unit 70 handles the loading of informa-

tion retrieved from memory 20 into the caches 14, 16.

and the storing of information from the caches 14. 16

into memory 20. Interface unit 70 preferably comprises ss

an error detection/cache report unit 72, a low priority

error queue 74, and a high priority error queue 76.

Queues 74 and 76 are preferably substantially identical

to queues 54 and 56 of the translation unit 50. In the

preferred embodiment, the caches 14, 16 preferably

comprise mechanisms for detecting and correcting (if

possible) the errors caused by hardware failures within

the caches 14. 16; thus, unit 74 preferably does not per-

form this function. However, errors are preferably

reported by the caches 14, 16 to unit 72 of the interface

unit 70. In response, unit 72 preferably makes a deter-

mination with regard to the error reported. If the error is

a low priority error, such as a single bit correctable error,

then error information is written into an entry of the low

priority error queue 74. Writing one or more entries into

queue 74 causes the queue 74 to send a low priority

signal to the error handling unit 90. On the other hand, if

the error is a high priority error, such as a multiple bit

non-correctable error, then unit 72 writes error informa-

tion into the high priority error queue 76. Writing one or

more entries into queue 76 causes the queue to send a

high priority error signal to the error handling unit 90. In

addition, queue 76 preferably generates and send an

overflow signal to the error handling unit 90 if unit 72

attempts to write an entry into queue 76 when the

queue is already full.

MMU 18 preferably further comprises a remote

interface unit 80 for interacting with an interconnect sys-

tem and the I/O devices coupled thereto. It is unit 80

which, for example, controls DMA access to the mem-

ory 20 by an I/O device. Preferably, unit 80 comprises

an error detection unit 82 for detecting low priority errors

coming from the interconnect system, and a low priority

error queue 84. If a low priority error is detected, then

unit 82 writes error information into an entry of queue

84. Writing one or more entries into queue 84 causes

the queue to send a low priority error signal to the error

handling unit 90.

The error handling unit 90 and the diagnostic proc-

essor interface 92 are the two units on the MMU 18

which are responsible for coordinating the prioritization

and handling of errors. Preferably, error handing unit 90

receives all of the low priority error signals, high priority

error signals, and overflow signals from all of the units

50, 60, 70, and 80. Armed with this information, unit 90

determines which course of action to take with regard to

error prioritization and handling. Fig. 3 shows an opera*

tional flow diagram for error handling unit 90. Preferably,

unit 90 begins operation by checking 100 fa an overflow

signal from one of the high priority error queues 56, 66,

76. H an overflow signal is detected, then it means that

at least one of the units SO. 60, 70 has encountered

more high priority errors or failures than it can handle. In

such a case, the system 10 should be halted. To accom-

plish this, error handling unit 90 first sends 102 a failure

signal to the dock unit 22 (Fig. 1). This serves to freeze

the current state of the system 10. In addition, unit 90

sends 104 the failure signal to the diagnostic processor

24 (via scan engine 28) to inform the processor 24 that

system failure has been experienced. In response, diag-

nostic processor 24 accesses and executes a scan con-

trol program 32 stored within the ROM 26. Under control

of pro&am 32, processor 24 interacts with the scan
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engine 28 to scan out the contents of the system com-

ponents 12, 14, 16. 18. By so doing, the state of the sys-

tem 10 is saved so that it may be later analyzed to

determine the cause of the system failure.

Returning to step 100, if none of the overflow sig- 5

nals from error queues 56. 66. and 76 are asserted,

then error handling unit 90 goes on to check 110 the

status of the high priority error signals from the high pri-

ority error queues 56, 66, 76. If any one of these error

signals is asserted, then it means that an error has w
occurred which requires the immediate attention ol the

CPU 12. In such a case, error handling unit 90 prefera-

bly generates and sends 112 a RED ALERT signal to

the CPU 12. In response to this signal, the CPU 12

enters RED MODE, wherein a number of operations are is

performed. In RED MODE, CPU 12 first puts itself into

sequential operation (i.e. processing only one instruc-

tion at a time) instead of superscalar operation. Second,

CPU 1 2 invalidates and disables its on-chip cache, and

also disables the instruction and data caches 14, 16. In so

addition, CPU 12 generates and sends several control

signals to the MMU 18. These control signals include a

RED MODE confirmation signal, a bypass signal, and a

disable remote signal.

Upon receiving 114 these control signals from the 25

CPU 12, the error handling unit 90 proceeds to step 1 16

to disable the remote interface unit 80 by sending a dis-

able signal to the unit 80. This serves to block further t/O

bus access by externa) I/O devices. Also, in step 116,

error handling unit 90 enables the bypass feature of the 30

translation unit 50 by sending an enable signal to the

unit 50. Once activated, this bypass feature causes the

translation unit 50 to deviate from its regular operation.

Instead of using regular translation tables to performs

its address translations, the translation unit in bypass 35

mode uses the special translation register 58 to perform

address translation. Preferably, register 58 contains a

single address translation entry. After step 118 is per-

formed, the system 10 is ready tor RED MODE opera-

tion. 40

RED MODE operation preferably begins with the

CPU 12 issuing a request tor an instruction, the request

preferably including a specific virtual address and a load

command. This request is sent to the MMU 18. and

more specifically, the virtual address is sent to the trans- 45

lation unit 50 and the command is sent to the diagnostic

processor interface 92. In response, the translation unit

50 uses the special translation register 58 to provide a

translated address for the virtual address. This trans-

lated address is sent to the diagnostic processor inter- so

face 92. In response, the cfiagnostic processor interface

92 sends the translated address and the load command

to the diagnostic processor 24 for processing.

Upon receipt of the load command and the trans-

lated address, the diagnostic processor 24 processes 55

the load command to retrieve information from the ROM
26 from a location indicated by the translated address.

Preferably, the ROM 26 contains therein a section 34

wherein RED MODE code is stored, and preferably the

translated address points to a location within section 34.

By processing the load command, the diagnostic proc-

essor 24 is in effect retrieving a RED MODE instruction

from the ROM 26 for the CPU 12 to execute. Once the

instruction is retrieved, it is passed on to the diagnostic

processor interface 92, which in turn, passes the

instruction on to the CPU 12 for execution. Armed with

this RED MODE instruction, the CPU 12 can begin exe-

cuting RED MODE code to properly process the high

priority errors. Preferably, the CPU 12 continues this

process of fetching RED MODE code by way of the

diagnostic processor 24 as long as RED MODE is

invoked.

Under control of the RED MODE code, CPU 12

preferably processes the high priority error or errors by

reading the high priority error queues 56, 66, 76. For

each high priority error found in the queues 56, 66. 76.

CPU 12 preferably carries out a proper procedure to

rectify or to circumvent the error. The specific procedure

carried out by the CPU 12 wilt depend on the nature of

the error and the specific configuration of the system,

and thus, is application-specific. Preferably, once CPU
12 is in RED MODE, it processes all of the Ngh priority

errors in the high priority error queues 56, 66. 76 before

exiting RED MODE. Once an error is rectified, the cor-

responding entry in the high priority error queue is

cleared. High priority errors are thus handled.

Returning to step 110. if none of the Ngh priority

error signals from queues 56, 66, 76 are asserted, then

error handling unit 90 proceeds to step 120 to deter-

mine whether any of the low priority error signals from

the low priority errorqueues 54, 64, 74, 84 are asserted.

If one or more of these low priority error signals is

asserted, then error handling unit 90 will generate 122

and send an interrupt request signal to the CPU 12 to

inform the CPU 1 2 that a low priority error has occurred.

The level of this interrupt request can be set by a user.

Also, within the CPU 12, there is an interrupt mask reg-

ister 30. The contents of this regpster 30, which can also

be set by the user, are used to mask out certain inter-

rupt signals. Depending on the interrupt level of the

interrupt request, and the contents of the mask register

30, the CPU 12 may or may not process the interrupt

immediately. If the CPU 12 does not service the inter-

rupt, then error handling unit 90 preferably maintains

the interrupt request signal in the active stata Operation

of MMU 18 remains the same. Lew priority errors con-

tinue to be stored into the low priority error queues 54,

64, 74. If these queues become full, then the new

entries will simply overwrite the old entries. Since the

low priority error entries are used primarily for logging

purposes, overwriting some of the error entries will not

adversely affect system operation.

If, on the other hand, the CPU 12 decides to service

the interrupt then the error entries in all of the low prior-

ity error queues 54, 64, 74 are read, processed, and

then cleared by the CPU 12. Once that is done, the

interrupt signal is deasserted and the system 10 returns

to normal operation.
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The present invention has been described with ref-

erence to a specific embodiment. It should be noted,

however, that the invention should not be construed to

be so limited. Various modifications may be made by

one of ordinary skill in the art with the benefit of this dis- 5

closure without departing from the spirit of the invention.

Therefore, the present invention should not be limited by

the examples used to illustrate it but only by the scope

of the appended claims.

w
Claims

t . A method for handling memory errors in a computer

having a memory, the computer operating respon-

sive to a clock, the method comprising the steps of: 15

. detecting the occurrence of a memory error;

identifying the type of memory error as either

a first type or a second type;

storing in a first error queue an address of

the memory error rf the error is a first type of error; 20

storing in a second error queue an address

of the memory error if the error is a second type;

detecting an overflew if more than a prede-

termined number of addresses are stored in the

second error queue: 25

disabling the clock responsive to the

detected overflow.

30

35

40

45

55



EP 0 730 230 A2

CO
CM

CM
CO

o
T3

o Co

an

Con

ROM MODE

Sc
ED

c

§2So

a
c

5

cp

a»
a>
cr

CA

|
sC

CO CD

i.
w a

c

li

* CO

2

1
C 1

§ C
a> g>



EP 0 730 230 A2

* o
1/1 to

o O «

fO o
S a

3
O

3
a
a
E
o

1U31V
a3u

isanbay

)dnjj3iu|

ssedXg

3aOW
03d

ejoiuay

8IQCSIQ

3
CL
o
E
o

o
a>

Ii
a> co

CMo

c
3
a>

c
CO

X

UJ

om

3

2
c
3
c
(D

E
0)
a>
CO
c
to

o

c
3
CPo
CO

o
E
Q>
DC

>* CD

.2 6D*ca
o Erroi

co
2 o E
- 2 3LU

CO

a

CO

c y 5
I I 58

O .52 o^ O qI

o
CO

CD

O
V)
CO
CD
oow
CL
o
CO
oc
O)
CO

CO
CO
to >» ai

.2 § ii£0 £ a
* S §,2o
-J LU X UJ

c3
CDa
CD

T

o
E
<u

2

5 1

CM«J
CO

CVJ

CO
>, a>

.2 § n
Lowl Error High Error

c3
0>
o
mt
o

u
CO

O



EP 0 730 230 A2

-100

No High

priority

^overflow?,

102

Send failure signal

to clock unit

Send failure signal

to diagnostic

processor

104

Yes

Send RE
signal I

D ALERT
to CPU

r

Receive control

signals from CPU

r

Disable

interface

translatio

remote

>; enable

n bypass

112

114

110

120

116

122

Generate and send
interrupt request

signal to CPU

Fig. 3



EP0 73Q 230 A2



EP0 730 23OA2

Q &

* S

CL
o

3
O

EL

2
u

5

C

X

I
UJ

O

om

go

I?

CM

i j
c <D

a .is g

OJo

E

£ e
55

c
Q

5 -R =if
uj
*... <=

a

8

1

8
O

o

I
b

f 3

if a

r
5B

i

«
HlTi OJ

GC

a»

*

f 8

5°
13 fi

I s

XUJ

a>o
nS
t
a>

E
a>

5

n> C

ll

CD

OJ

u.

-J ui!

£3
i 3

UJ

t
asc
a>

«

1^
u

IS



EP 0 730 230 A2

No High

priority

-102

Send failure signal

to clock unit

Send failure signal

to diagnostic

processor

104

Yes

_. i
-112

MO
Send RED ALERT

signal to CPU

-114

Receive contra J

signals from CPU

I 116

120

122

Generate and send
interrupt request

signal to CPU

Disable remote

interface; enable

translation bypass

-n

Fig. 3



(19) J
(12)

(88) Date of publication A3:

22.12.1999 Bulletin 1999/51

(43) Date of publication A2:

04.09.1996 Bulletin 1996/36

(21) Application number: 96103124.2

(22) Date of filing: 01 .03.1996

Europdisches Patentamt

European Patent Office

Office europeen des brevets

EUROPEAN PATENT APPLICATION

(51) int. Ci.
6

: G06F 11/14, G06F 11/00

Mill

(n) EP 0 730 230 A3

CO
<
o
CO
CM

(84) Designated Contracting States:

AT BE CH DE DK ES Fl FR GB GR IE IT LI LU MC
NL PT SE

(30) Priority: 03.03.1995 US 397910

(71) Applicant:

HAL COMPUTER SYSTEMS, INC.

Campbell, CA 95008 (US)

(72) Inventors:

• Chang, Chih-Wei David

Saratoga, CA 95070 (US)

• Boney, Joel Frederick

Cupertino, CA 95014 (US)

* Kohll, Jaspal

Sunnyvale, CA 94087 (US)

(74) Representative:

Liesegang, Roland, Dr.-lng.

FORRESTER & BOEHMERT
Franz-Joseph-Strasse 38

80801 MOnchen (DE)

1 I I t I _|-

mm®

1«
' 1- 1

Sal

(54) Method and apparatus for prioritizing and handling errors in a computer system

(57) A computer system (10) includes a central

processing unit (12) and a memory management unit

(18) having a plurality of functional units, such as a

memory interface unit (60), a remote interface unit (80).

a cache interface unit (70), and a translation unit (50).

Each functional unit has a low priority error queue for

storing error information for errors having a low priority.

Some functional units also have a high priority error

queue for storing error information for errors having a

high priority error. Based on the status of the error

queues, the memory management unit prioritizes and

handles errors caused by hardware failures. For low pri-

ority errors, an interrupt request signal is sent to the

central processing unit (122). For high priority errors, a

RED ALERT signal is sent to the processing unit (112)

to cause the processing unit to give immediate attention

to the error. For high priority error queue overflows, a

failure signal is generated (102) which causes the sys-

tem to be halted and the contents of the system to be

scanned out (104). Thus, errors are prioritized and han-

dled accordingly.
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